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Security News
October is National Cyber Security Awareness Month! Having recognized the importance of cybersecurity to our nation, President Obama designated October as National Cyber Security Awareness Month (NCSAM).
NCSAM is a collaborative effort between the U.S. Department of Homeland Security (DHS) and its public and private partners, including the National Cyber Security Alliance, to raise awareness about the importance of cybersecurity and individual cyber hygiene. The NCSAM 2016 Weekly Themes can be viewed at this link.
Insider Threat Implementation
NISPOM Change 2 mandates that all cleared contractors under the NISP must begin establishing baseline requirements for an insider threat program by November 30, 2016.
A DSS requirement for this implementation includes workforce training related to insider threat. The attached case study is intended to meet this requirement by raising your awareness concerning the insider threat. Please review it at your earliest convenience.


Cybersecurity and the Insider Threat is increasingly a concern within organizations. View some Insider Threat mitigation tips here.
Miscellaneous Security Items of Interest
In recognition of National Cyber Security Awareness Month, KGH Security wants to ensure all KGH employees are aware of cyber risks and threats.
One such risk is the use of social networking services like LinkedIn and Facebook. Follow this link to view a short video and learn more about the risks of social networking.
Are you traveling soon? If so, chances are you will travel with mobile devices, like laptops and smartphones. If you use these devices to access the Internet, you and your personal data are at risk. View the following attachment for cybersecurity tips while traveling.
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October is National Cyber Security Awareness Month
Read President Obama’s Presidential Proclamation on National Cyber Security Awareness Month here.
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Connect with the Center for Development of Security Excellence (CDSE)
For current news on security training, education, and certification, click the links below to CDSE on social media.
· Twitter
· Facebook
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If you SEE something, SAY something. 


Awareness in Action:  Case Study 
Who could become an insider threat?  Anyone with authorized access to U.S. Government resources who uses that 
access, either wittingly or unwittingly, to harm national security.  
 


 


Hannah Robert 
 Former Cleared Defense Contractor 
 Age:  50 
 Charges:  Violation of  Arms Export 


Control Act  
 Pled Guilty as Charged  
 Sentenced April 14, 2016 to 57 Months 


in Prison  


Espionage Indicators 
 Foreign Contacts 
 Foreign Preference 
 Mishandling of Classified/Sensitive 


Information 
 Questionable Ethical and Personal 


Conduct  
 Falsification of Documents 
 
 


What Happened 
 From 2010 to 2012 Robert owned and operated two companies that contracted with the 


DoD to provide hardware items and spare parts.  She co-owned a third company, located 
in India, and was employed by a fourth company – a cleared defense contractor – that 
gave her access to additional sensitive US military data. 


 During this period, Robert provided export-controlled data to an individual in India. 
 The data included drawings of parts used in the torpedo systems for nuclear submarines, 


military attack helicopters, and F-15 fighter aircraft. 
 Robert transmitted the military drawings for these parts to India by posting the technical 


data to the password-protected website of a church where she was a volunteer web 
administrator. 


 Robert also conspired to provide numerous other foreign countries with export protected 
defense hardware items and sensitive military data and delivered substandard products 
on her DoD contracts for the F-15. 


 


Impacts 
 Robert violated our nation’s trust by exploiting her access to sensitive defense information 


to circumvent the Export Control Act and placed critical programs at risk by delivering 
inferior products.  Enforcement of the Arms Export Control Act and maintaining the 
integrity of the supply chain are critical to the defense of our country.   


 







If you SEE something, SAY something. 


Learn More 
This case study examined a real-life insider threat.  Your awareness is key to protecting our national security from 
insider threats like this one.  Visit the Center for Development of Security Excellence’s website (http://www.cdse.edu) 
for additional case studies, information, materials, and training or go directly to the Insider Threat Tool Kit at 
http://www.cdse.edu/toolkits/insider/index.php 
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CYBERSECURITY WHILE TRAVELING
 

TIP CARD




Cybersecurity should not be limited to the home, office, or classroom. It is important to 
practice safe online behavior and secure our Internet-enabled mobile devices whenever we 
travel, as well. The more we travel and access the Internet on the go, the more cyber risks we 
face. No one is exempt from the threat of cyber crime, at home or on the go, but you can follow 
these simple tips to stay safe online when traveling.  


CYBERSECURITY TIPS FOR TRAVELERS 


Before You Go 
•		 Update your mobile software. Treat your mobile device like your home or work computer. 


Keep your operating system software and apps updated, which will improve your device’s 
ability to defend against malware. 


•		 Back up your information. Back up your contacts, photos, videos and other mobile device 
data with another device or cloud service. 


•		 Keep it locked. Get into the habit of locking your device when you are not using it. Even if 
you only step away for a few minutes, that is enough time for someone to steal or destroy 
your information. Use strong PINs and passwords.  


While You Are There 
•		 Stop auto connecting. Disable remote connectivity and Bluetooth. Some devices will 


automatically seek and connect to available wireless networks. And Bluetooth enables 
your device to connect wirelessly with other devices, such as headphones or automobile 
infotainment systems. Disable these features so that you only connect to wireless and 
Bluetooth networks when you want to. 


•		 Think before you connect. Before you connect to any public wireless hotspot – like on an 
airplane or in an airport, hotel, train/bus station or café – be sure to confirm the name of 
the network and exact login procedures with appropriate staff to ensure that the network 
is legitimate. Do not conduct sensitive activities, such as online shopping, banking, or 
sensitive work, using a public wireless network. Only use sites that begin with “https://” 
when online shopping or banking. Using your mobile network connection is generally more 
secure than using a public wireless network. 


•		 Think before you click. Use caution when downloading or clicking on any unknown links. 
Delete emails that are suspicious or are from unknown sources. Review and understand 
the details of an application before installing. 


•		 Guard your mobile device. To prevent theft and unauthorized access or loss of sensitive 
information, never leave your mobile devices–including any USB or external storage 
devices–unattended in a public place. Keep your devices secured in taxis, at airports, on 
airplanes, and in your hotel room. 
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COMMON CYBERSECURITY THREATS WHILE TRAVELING 


•		 Unsecured wireless networks. While public wireless networks provide great convenience, 
allowing people to connect to the Internet from almost anywhere, they are unsecure and 
can allow cyber criminals access to your Internet-enabled devices. Beyond the typical 
public wireless networks found at airports, restaurants, hotels, and cafes, they are 
increasingly available in other places, such as on airplanes and in public parks. 


•		 Publicly accessible computers. Hotel business centers, libraries, and cyber cafes provide 
computers that anyone can use. However, travelers cannot trust that these computers 
are secure. They may not be running the latest operating systems or have updated anti-
virus software. Cyber criminals may have infected these machines with malicious viruses 
or install malicious software. 


One example is keylogger malware which, when installed, captures the key 
strokes of the computer’s users and sending this information to criminals 
via email. Through this malware, criminals are able to receive users’ personal 
information, such as name, credit card numbers, birthdates, and passwords. 


•		 Physical theft of devices. Thieves often target travelers. Meal times are optimum times 
for thieves to check hotel rooms for unattended laptops. If you are attending a conference 
or trade show, be especially wary — these venues offer thieves a wider selection of 
devices that are likely to contain sensitive information, and the conference sessions offer 
more opportunities for thieves to access guest rooms. 


Stop.Think.Connect.™ is a national public awareness campaign aimed at increasing the understanding of cyber threats and 
empowering the American public to be safer and more secure online. The Campaign’s main objective is to help you become 
more aware of growing cyber threats and arm you with the tools to protect yourself, your family, and your community. For more 
information visit www.dhs.gov/stopthinkconnect. 


www.dhs.gov/stopthinkconnect 



www.dhs.gov/stopthinkconnect

www.dhs.gov/stopthinkconnect
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