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KGH Security Newsletter
by Joseph A. Gonzalez, FSO; Amanda Wilmore, Assistant FSO

Security News
As 2016 comes to a close, a review of the cybersecurity landscape, from the rise of ransomware to the alleged hacking of the presidential election, appears to indicate things cannot get much worse. According to CIO magazine online, however, 2017 threatens to be on par with, if not worse than, 2016. Read CIO’s “2017 Security Predictions” here.
Insider Threat Implementation
On May 18, 2016, the promulgated National Industrial Security Program Operating Manual (NISPOM) Change 2 required that all cleared contractors under the NISP must have an established Insider Threat Program by November 30, 2016.
This requirement also required the appointment of an Insider Threat Program Senior Official (ITPSO), implementation of workforce training requirements related to insider threat; and self-certification to the Defense Security Service.
Kiernan Group Holdings, Inc. has successfully fulfilled the requirements set forth by DSS by appointing an ITPSO and self-certifying to DSS.
See the attachment below to view KGH’s Insider Threat Program.


In 2017, the outstanding requirement of employee and consultant training will be disseminated to satisfy DSS requirements in full. Be on the lookout for annual training reminders, including Insider Threat training, in KGH’s January newsletter.
Miscellaneous Security Items of Interest
[bookmark: _GoBack]If you missed the “DSS 2016 Targeting U.S. Technologies” webinar, here is your chance to view it. The webinar is now archived here.
If you are embarking on foreign travel during the holidays (or any time throughout the year), you are required to read and complete a foreign travel briefing prior to traveling and a foreign travel debriefing upon your return. A DSS CI Foreign Travel Briefing short, available here, provides valuable information on how to increase your awareness of threats at your travel destination(s).
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NISPOM Change 2 Implementation
For details regarding NISPOM Change 2 Implementation and how it affects you, click here.
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Connect with the Center for Development of Security Excellence (CDSE)
For current news on security training, education, and certification, click the links below to follow CDSE on social media.
· Facebook
· Twitter
· YouTube
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Insider Threat Program Plan for:

Kiernan Group Holdings, Inc., CAGE Code 5D7T2



1. Purpose. This plan establishes policy and assigns responsibilities for the Insider Threat Program (ITP). The ITP will seek to establish a secure operating environment for personnel, facilities, information, equipment, networks, or systems from insider threats. An insider threat is defined as “the likelihood, risk or potential that an insider will use his or her authorized access, wittingly or unwittingly to do harm to the security of the United States. Insider threats may include harm to contractor or program information to the extent that the information impacts the contractor or agency’s obligations to protect classified national security information. The program will gather, integrate, and report relevant and credible information covered by the 13 personnel security adjudicative guidelines that may be indicative of a potential or actual insider threat to deter all contractor employees granted personnel clearances (PCLs) and all employees being processed for PCLs, from becoming insider threats; detect any cleared person with authorized access to any government or contractor resources to include personnel, facilities, information, equipment, networks, or systems, who pose a risk to classified information; and mitigate the risk of an insider threat as defined above.



2. Scope and applicability. This Insider Threat Program Plan applies to all staff offices, regions, and personnel with access to any government or contractor resources to include personnel, facilities, information, equipment, networks, or systems.



3. Guiding Principles.



a. Kiernan Group Holdings, Inc. is subject to insider threats and will take actions to mitigate or eliminate those threats.



b. Insider Threat Program Senior Official, Joseph A. Gonzalez Jr., will continually identify and assess threats to the organization and its personnel and institute programs to defeat the threats.




4. Policy.



a. The ITP will be established to protect personnel, facilities, and automated systems from insider threats in compliance with DoD 5220.22-M Change 2 of the “National Industrial Security Program Operating Manual (NISPOM). This program will seek to prevent espionage, violent acts against the Nation or the unauthorized disclosure of classified information; deter cleared employees from becoming insider threats; detect employees who pose a risk to classified information systems and classified information; and mitigate the risks to the security of classified information through administrative, investigative, or other responses.



b. The ITP will meet or exceed the minimum standards for such programs, as defined in paragraph 1-202, DoD 5220.22-M Change 2 of the “National Industrial Security Program Operating Manual (NISPOM) with additional guidance provided in Industrial Security Letter (ISL) 2016-02 and Defense Security Service (DSS) ODAA Process Manual for Certification and Accreditation of Classified Systems under the NISPOM.”



c. The responsibilities outlined below are designed to enable the ITP to gather, integrate, centrally analyze, and respond appropriately to key threat-related information. The ITP will consult with records management, legal counsel, and civil liberties and privacy officials to ensure any legal, privacy, civil rights, and civil liberties issues (including, but not limited to, the use of personally identifiable information) are appropriately addressed.



5. Responsibilities.



a. Insider Threat Program Senior Official (ITPSO), will be designated in writing and will act as the company’s representative for ITP implementing activities. The designated ITPSO will be cleared in connection with the facility clearance, be a United States citizen, and will be designated as Key Management Personnel (KMP) in e-FCL in accordance with Cognizant Security Agency (CSA) guidance and in accordance with NISPOM 1-202b.



b. The ITPSO will be responsible for daily operations, management, and ensuring compliance with the minimum standards derived from Change 2 to DoD 5220.22-M, “National Industrial Security Program Operating Manual (NISPOM).” Responsibilities include:



(1) Self-certify the Insider Threat Program Plan in writing to DSS no later than 6 months from the issue date of Change 2 to DoD 5220.22-M, NISPOM.



(2) Provide copies of the Insider Threat Plan upon request and will make the plan available to the DSS during the Security Vulnerability Assessments (SVA).



(3) Establish an Insider Threat Program based on the organization’s size and operations.



(4) Provide Insider Threat training for Insider Threat Program personnel and awareness for cleared employees.



(5) *Establish procedures in accordance with NISPOM, paragraph 1-202b and 1-300, to access, gather, integrate, and provide for reporting of relevant and credible information across the contractor facility (e.g., human resources, security, information assurance, and legal review) covered by the 13 personnel security adjudicative guidelines that may be indicative of a potential or actual insider threat to deter employees from becoming insider threats; detecting insiders who pose a risk to classified information; and mitigating the risk of an insider threat.



		1.

		Joseph A. Gonzalez, Jr., US Citizen, has been designated the Insider Threat Program Senior Officer (ITPSO) for Kiernan Group Holdings, Inc. (CAGE Code 5D7T2). Joseph A. Gonzalez, Jr. is also the Facility Security Officer (FSO) for Kiernan Group Holdings, Inc. (CAGE Code 5D7T2).



		2.

		Joseph A. Gonzalez, Jr. (ITPSO and FSO), in accordance with NISPOM Change 2, May 18, 2016, will report events that: impact the status of the facility clearance (FCL); impact the status of an employee’s personnel security clearance (PCL); may indicate the employee poses an insider threat; affect proper safeguarding of classified information, or that indicate classified information has been lost or compromised.



		3.

		Joseph A. Gonzalez, Jr. (ITPSO and FSO), in accordance with NISPOM Change 2, May 18, 2016, will establish such internal procedures as are necessary to ensure that cleared employees are aware of their responsibilities for reporting pertinent information to the FSO, the Federal Bureau of Investigation (FBI), or other Federal authorities as required by the NISPOM Change 2, the terms of a classified contract, and U.S. law.



		4.

		Joseph A. Gonzalez, Jr. (ITPSO and FSO), in accordance with NISPOM Change 2, May 18, 2016, will submit reports to the FBI and to the CSA that are unclassified and contain information pertaining to an individual. The Privacy Act of 1974 (5 U.S.C. 552a)(reference (1)) permits withholding of that information from an individual only to the extent that the disclosure of the information would reveal the identity of a source who furnished the information to the U.S. Government under an expressed promise that the identity of the source would be held in confidence. The fact that a report is submitted in confidence will be clearly marked on the report.







(6) *Conduct self-inspections of the Insider Threat Program in accordance with NISPOM 1-207b.



		1.

		Joseph A. Gonzalez, Jr. (ITPSO and FSO), in accordance with NISPOM Change 2, May 18, 2016, review the security system on a continuing basis and shall conduct a formal self-inspection, including the self-inspection required by paragraph 8-101h of chapter 8 of NISPOM Change 2, May 18, 2016, at intervals consistent with risk management principles.



		2.

		Joseph A. Gonzalez, Jr. (ITPSO and FSO), in accordance with NISPOM Change 2, May 18, 2016, will conduct self-inspections related to the activity, information, information systems (ISs), and conditions of the overall security program, to include the insider threat program; have sufficient scope, depth, and frequency; and management support in execution and remedy.



		3.

		Joseph A. Gonzalez, Jr. (ITPSO and FSO), in accordance with NISPOM Change 2, May 18, 2016, will prepare a formal report describing the self-inspection, its findings, and resolution of issues found. A formal report will be retained for CSA review through the next CSA inspection.



		4.

		Dr. Kathleen L. Kiernan (Chief Executive Officer, Kiernan Group Holdings, Inc.), in accordance with NISPOM Change 2, May 18, 2016, will certify to the CSA, in writing on an annual basis, that a self-inspection has been conducted, that senior management has been briefed on the results, that appropriate corrective action has been taken, and that management fully supports the security program at the cleared facility.







(7) *Oversee the collection, analysis, and reporting of information across the company to support the identification and assessment of insider threats.



		1.

		Joseph A. Gonzalez, Jr. (ITPSO and FSO), in accordance with NISPOM Change 2, May 18, 2016, will oversee the collection, analysis, and reporting of information relevant to the Kiernan Group Holdings, Inc. Insider Threat Program.



		2.

		Joseph A. Gonzalez, Jr. (ITPSO and FSO), in accordance with NISPOM Change 2, May 18, 2016, will coordinate with other Kiernan Group Holdings, Inc. departments, i.e. Human Resources, and identify staff members responsible for planning, implementing, and operating the Kiernan Group Holdings, Inc. Insider Threat Program within their respective departments.







(8) *Establish and manage all implementation and reporting requirements, to include self-assessments and independent assessments, the results of which shall be reported to the Senior Management.



		1.

		Joseph A. Gonzalez, Jr. (ITPSO and FSO), in accordance with NISPOM Change 2, May 18, 2016, will establish and manage implementation and reporting requirements of the Kiernan Group Holdings, Inc. Insider Threat Program, to include conducting self-assessments and independent assessments. Joseph A. Gonzalez, Jr. will report results of assessments to Dr. Kathleen L. Kiernan (Chief Executive Officer, Kiernan Group Holdings, Inc.).







6. Insider Threat Training.



a. Insider Threat Program Senior Official (ITPSO) Training



(1) ITPSO training will be completed by November 30, 2016.



(2) If a new ITPSO is appointed after the 6-month implementation period, the new ITPSO will complete the required training within 30-days of being assigned ITPSO responsibilities.



b. ITP Personnel Training.



(1) *All personnel assigned duties related to insider threat program management will attend the training outlined in NISPOM 3-103a.



		Via completion of CDSE course “Establishing an Insider Threat Program for your Organization” (course CI 122.16)







(2) *After initial implementation of this plan and completion of the required training, all new contractor personnel assigned duties related to the insider threat program management will complete the above training within 30-days of being assigned duties and refresher training annually thereafter.



		Via completion of CDSE course “Establishing an Insider Threat Program for your Organization” (course CI 122.16)







c. Employee Insider Threat Awareness Training



(1) *Training on insider threat awareness in accordance with NISPOM 3-103b will be required for all cleared employees before being granted access to classified information and annually thereafter in accordance with NISPOM 3-103b.



		Via completion of CDSE course “Insider Threat Awareness” (course CI 122.06)



		or



		Via completion of independent training that covers the topics outlined in NISPOM 3-103b







(2) *Cleared employees already in access will complete insider threat awareness training no later than May 31, 2017 and annually thereafter in accordance with NISPOM 3-103b.



		Via completion of CDSE course “Insider Threat Awareness” (course CI 122.06)



		or



		Via completion of independent training that covers the topics outlined in NISPOM 3-103b







(3) *All cleared employees who are not currently in access will complete insider threat awareness training prior to being granted access and annually thereafter in accordance with NISPOM 3-103b.



		Via completion of CDSE course “Insider Threat Awareness” (course CI 122.06)



		or



		Via completion of independent training that covers the topics outlined in NISPOM 3-103b







d. Insider Threat Training Records Management.



(1) Insider Threat Training Records will consist of training attendance records, certificates, or other documentation verifying that personnel completed the training requirements in accordance with NISPOM 3-103c.



(2) Insider Threat Training Records will maintain records of all employee insider threat awareness or program initial and refresher training in accordance with NISPOM 3-103c.



(3) Insider Threat Training Records will be available for review during DSS security vulnerability assessments.



(4) Insider Threat Awareness will be included in annual refresher training to reinforce and update cleared employees on the information provided in initial training in accordance with NISPOM 3-108.



7. Insider Threat Reporting Requirements. All credible Insider Threat Information will be coordinated and shared with the ITPSO, which will then take action as directed in NISPOM, paragraph 1-300, “Reporting Requirements.” The following information will be reported:



a. Information regarding cleared employees, to include information indicative of a potential or actual insider threat and which falls into one of the 13 adjudicative guidelines, which must be reported when that information constitutes adverse information, in accordance with NISPOM 1-302a, ISL 2006-02 and ISL 2011-4.



b. Incidents that constitute suspicious contacts, in accordance with NISPOM 1-302b (Suspicious Contacts) and ISL 2006-02.



c. Information coming to the ITP’s attention concerning actual, probable or possible espionage, sabotage, terrorism, or subversive activities at any of its locations must to be reported to the nearest Federal Bureau of Investigation (FBI), with a copy to the CSA, in accordance with NISPOM 1-301, and ISLs 2006-02 and 2013-05.



d. Information determined to be any possible or potential successful penetration of a classified information system must be reported immediately to the CSA per NISPOM 1-401.











Administrator Signature

Date
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